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ObjectivesObjectives
• Provide a general overview of clinical 

disciplines that use technology for the 
delivery of behavioral health services

• Discuss how to assess clinical providers 
and patients for appropriateness and fit 
using distance medians

• List programmatic and clinical 
considerations pertaining to risk 
management procedures for tele-
behavioral health services.
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Technology ConsiderationsTechnology Considerations

• HIPAA

• Encryption

• Bandwidth

• Firewalls

• Camera and Microphone

• Computer Security

• Equipment Error vs. User Error
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Assessing for FitAssessing for Fit

Patient/Client/Provider Compliance 

for

Security, Privacy and Confidentiality
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• Ensure that any electronic means that are 

used are in compliance with current 

regulatory standards

• Use encryption security for all digital 

technology communications for 

therapeutic services
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connectivity or disconnect
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• Advising against the use of public social 

media

– Discouraged due to the lack of security 

for PHI using online methods
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and patient/client
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Clinical Considerations –
Assessing for Therapeutic 

Fit
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• All initial sessions should be conducted 

face to face

• Methods of verifying mutual identities 

when using non-visual medians

• Determination of location for distance 

services
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– Safety and Security

– Privacy and Confidentiality

– Access to Support Services

– Access to Emergency Resources

• Location Appropriateness

– Safety and Security

– Privacy and Confidentiality

– Access to Support Services

– Access to Emergency Resources

Assessing for Therapeutic 
Fit

Assessing for Therapeutic 
Fit

• Location Appropriateness (cont.)

– Is the physical location/venue of the 

provider conducive to therapeutic 

services

(homebased therapy considerations)

– What is the visual background of the 

therapist?
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• Slogans and Sayings
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• Use a Firewall and Norton antivirus 

program 

• Don’t share your device when logged on 
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• Set for routine and automatic updates
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Desktop, Laptop and Tablet (cont.)

• No other browsers open when logged onto 

a client session

• Set timers for user sign back in after 10 

minutes of idle time

• No client information stored on the screen
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Considerations for All 
Disciplines
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• Check in with your respective State 

licensing board

• Stay abreast of board policies and 

procedures

• Content specific training and certifications

• Continuing education and professional 

development
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• HIPAA Compliance for Telemental Health

• Crisis Planning & Protocols in Video 

Telemental Health

• Telemental Health Settings and Care 

Coordination
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Practicing Across State 
Lines
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• Knowledge of regulation and reciprocity 

laws 

• Legal regulations of the state in which the 

provider is practicing

• Legal regulations of the state in which the 

client/patient resides
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Additional Resource 
Information

Additional Resource 
Information

• American Telemedicine Resource Center

• Southeastern Telemedicine Resource 

Center (Alabama, Florida, Georgia, and 

South Carolina)

• Adopting Telemedicine in Practice

• American Telemedicine Resource Center

• Southeastern Telemedicine Resource 

Center (Alabama, Florida, Georgia, and 

South Carolina)

• Adopting Telemedicine in Practice

• http://maoi.org/get-connected/telehealth-
resource-center/

• https: //positivepsychology.com/evidence-
based-therapy/ 

• https://telementalhealthtraining.com/
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