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INTRODUCTION

The Web Plus Reporting Manual has been created to assist non-hospital reporting sources
in reporting cancer cases to the central cancer registry, and for all users to send and
receive confidential information to/from the Alabama Statewide Cancer Registry (ASCR)

NPCR requires central registries to:

¢ Collect incidence data on residents of Alabama,

¢ Have legislation mandating the reporting of cancer cases by all facilities that
diagnose and/or treat cancer,

¢ Provide training for state personnel, hospital registry and non-hospital reporting
facility staff,

¢ Follow a standard data set when collecting cancer cases,

¢ Publish an annual report within 24 months of the end of the diagnostic year,
Alabama meets this requirement by providing an on-line system.

¢ Conduct case finding and quality assurance audits to determine the

completeness and quality of all cancer cases being submitted to the registry.

In 1995, the Alabama Board of Health mandated cancer as a reportable disease in the
State of Alabama. The reference date for the Alabama Statewide Cancer Registry is
January 1, 1996.

There has been a shift toward outpatient diagnosis and treatment, which has caused cases
not to be reported to the central registry. This is an attempt to assist you in collecting
and submitting data on those cases that are diagnosed and treated entirely in your
office or clinic. Without this data, the burden of cancer in Alabama cannot be accurately
measured. The ASCR staff is available to assist with any questions and/or provide in-
services to better prepare you for the process.




GENERAL INSTRUCTIONS

The following information provides some basic rules regarding cancer reporting to the
state central cancer registry.

For clinics this includes:
¢ Cases initially diagnosed at your facility, and,;

¢ Cases treated at your facility, without having any treatment performed at a
hospital.

Some examples (not intended to be all inclusive):

1) A prostate case diagnosed on biopsy in the office and placed on hormones
or “watchful waiting”. The patient does not go to the hospital for any further
treatment.

2) A melanoma completely excised in the office that may or may not go to
the hospital for wide excision. The case must be reported if the wide excision
is negative. Such a case would not be picked up by the hospital.

Completed cases should be submitted to the central registry monthly from ambulatory
surgery centers, freestanding cancer clinics, treatment centers and physician clinics and
offices.

After the information has been recorded and reviewed for completeness and accuracy,
please make a list of patients at your facility. Keeping a list of patients that have been
reported to the ASCR may assist you in the future to verify that the patient has been
reported. This list should include:

Patient Name

Social security number

Date of birth

Date of diagnosis

Diagnosis

Date case was submitted to the ASCR
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REPORTABILITY

All facilities are required by law to report cancer cases to the ASCR. The following
requirements are listed below:

Patients diagnosed and/or treated at your facility (physician’s office,
freestanding clinics and ambulatory surgery centers, etc)

a. Diagnosis can be clinical (X-rays, CT scans, clinical exam, etc).
b. Diagnosis can be pathological (biopsy, cytology, bone marrow, etc).

c. Treatment given inside your institution (radiation, chemo, hormonal,
immunotherapy, etc.).

d. Surgery is performed inside of your institution (TURP, TURBT, shave,
punch or excisional biopsies, etc.).

e. No treatment is given (supportive care, watchful waiting or “observation”
only). This includes palliative treatment.

What information is required?

Any details related to the diagnosis, treatment and staging of this cancer. We need
any information you have, even if the data items are unable to be completed. Providing
the name of the physician or hospital in which the patient was treated, will enable us to
retrieve more accurate information. This information may be found in the facility history
and physical, discharge summaries, pathology reports, etc. Please include the date of
death.



WEBPLUS USER GUIDELINES

Web Plus is a web-based application used to collect cancer data securely over the
Internet. It is most suited for physicians’ offices and other low volume reporting sources
that do not have facility-based cancer registries.

Records are saved in a database at the Alabama Statewide Cancer Registry. Cases entered
by one facility or office are not visible to other facilities. Data entered is validated by the
CDC EDITS Engine running on a web server. User display types and edit configurations
are managed at the ASCR. Web Plus is hosted on a secure web server that has a digital
certificate installed. The communication between the client and the server is encrypted
with Secure Socket Layer (SSL) Technology.

Requirements for Web Access

Web Plus requires Microsoft Internet Explorer version 5.0 or later to operate the system
fully. Although Web Plus works at 800 X 600 resolution, it can be best viewed at 1024 X
768 or higher resolution.

Detail Instructions for Using Web Plus to Abstract

1. Internet Browser, and choose the Access to Web Plus link. The direct web address to
Web Plus is https://webplus.adph.state.al.us/logonen.aspx.

2 ASCR - Web Phus Access - Windows Internet Explorer I =
ST
& ™ [ 1t oo aciph.org s et wat aspel 1161 O =] +2| ) ascr- web pus Ac.. x
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ADout Us | Help/FAQ | Ci ct Us ogin
ADPH Alabama Department of Public Health CETNE"0O

A-ZIndex | MewsMedia | County Health Depariments | Gerfificates. Licenses & Permits | Laws/Regulations | Careers

Search keyword E ADF

Web Plus Access

Web Plus
Web Flus is an online abstraction tood and secure online data transfer system

= = Account Request Fonm (Hospitiaks Ol
= Web Flus Account Request Form {Laboratories Ondy)
=« WebPlus Training Manual for Alabama Cancer Reporting Sources
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REGISTRY PLUS

,,m,_ﬁ National Program of Cancer Registries

Welcome to Web Plus
Application for Secure Cancer Reporting Over the WWWW

Alabama Statewide Cancer Registry

Please log in
User ID

Password

Web Plus V3.3.2

Click Here for ASCR Online Data Revision Form

To get started with Electronic Cancer Reporting and Meaningful Use, please click here and complete the survey

Save this website to your “Favorites” folder for easy access.
a. Todo this click on Favorites at the top of your Internet browser page.
b. Click Add to Favorites.
c. Give this web address a name you can remember (i.e., State Reporting, AL
Cancer Reporting, etc.).

To login to Web Plus, enter your assigned User ID in the User ID field and your
assigned password in the Password field.
* Password is case-sensitive.

Click Log in. The Web Plus home page displays your facility name(s), depending on
if you abstract for two or more facilities.

To login to Web Plus, enter in your User ID and Password field in the appropriate
fields.

* Password is case-sensitive.

* Do not allow your computer to save the password.

Click Log in. The Web Plus home page displays your facility name(s), if you abstract
for two or more facilities.



Case Abstraction

1. To abstract a case, click on the abstract type under facility name that you will enter
cases for.

Alabama Statewide Cancer Registr - |
T 58 Trailer
234-206-5918

Web Plus
|

Web Plus Homg Page for John Doe

Please select a cancepfeporting activity from those listed below the facllity for which you would like to report.

Cullman
ASCR Radiation

File Upload

diation Therapy Services, PC

Springhill Medical Center

File Uplead

Test Facility
ASCR Radiation
File: Liploag

/= Web plus - Windows Internet Explorer =10 ﬂ
@"\-’)' IQJ https://webplus.adph state.al.us/HomeFaciityAbstractor.aspx j@ r R I;) Web Search P~

Fle Edt View Favortes Took Help

o Favorites @ web Plus | |

Alabama Statewide Cancer |

Registry
Web PlllS Teresa Trailer
New Abstract Find/Open Abstract | Release Abstracts Change Password

e of the above options to proceed.
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| DT T NG | @ internet | Protected Mode: OFf [v[wm

2. To enter a new abstract, click on the tab labeled New Abstract and begin entering
patient information. Your facility ID should appear in the Reporting Hospital field
automatically. The cursor may be used to scroll through the fields. The Tab key may
be used to move down and Shift+Tab keys to move up.

Ly Favorites & vweb Plus I |
Alabama Statewide Cancer i
Regist

Web Plus Tergsa Traier

Enter new abstract AddView Comment | Run CS Edits | =

All data items marked with an asterisk (") are required.

= Edit Ecrors Help

Abstractor D L Enter an Abstract and click on Save at the bottom of the page to save it
Reponting Hospital P EEEEEEEEEE] ) 1o the da " -..Tf ‘}O\;‘;:ﬁen?s:;:e"?ﬁ !
Sequence of Tumor I e * et errorns

Last Name * - Special Code Lookup -~ icon to the left of the data item links to a

First Name * [ @ searchable listing of terms and coded values for the data item. When a
- soecific. code in the st is clicked it is automatically filled into the




3. Most data fields have prompt boxes with specific instructions to help guide the user
through the data entry. The prompt box will be displayed when the data entry box is
clicked. Read each prompt carefully to learn the data entry rules.

°.; Favorites (& web Plus

L[y

Alabama Statewide Cancer
Registry
Teresa Trai

AddView Gomment | Run CS Edis | &

Web Plus
New Abstract Find/Open Abstract

Enter new abstract

Releast* Abstracts

All datq items marked with an asterisk (*) are required.

-l
Edit Errors Help

Pat Referred From

Enter an Abstract and click on Save at the bottom of the page to save it
to the database The abstract is edited each time you save. Edit errors, if
message area. All your changes will

Patient Referred To

I

Date of 1st Contact *

Diagnosis Date *

Date of 1st Contact
Enter the date (YYYYMMDD) that the patient was first seen
for this episode of illness at your facility. DO NOT use
slashes or dashes in this field.

e are edit errors.

DxDateFlag I
Birthplace

CUUT CUURUp left of the data item links to a
searchab\e listing of terms and coded values for the data item. When a
specific code inthe listis clicked, it is automatically filled into the

TCOTT o™

>~ L

History and Physical Information *

| ]

abstract for the data item.

icon to the left of a data item is clicked to

fimn that

Calculate Field Value

tr the vinl

@

i frr thn Aot o o infan

rdrrnntioalh an

4. The User may also click on the “?”” mark to the right of each field to access more
detailed help and instructions froin Registry Plus Online Help.

Registry
Web Plus /' Reporting Fadiity - Windows 1o x|
New Abstract Finaiopen Abstract ||
Enter new abstract REPORTING FACILITY
All data items marked with an asterisk (*) are required.
|[Alternate Name Item #| Length [Source of IColumn #
HOSPITAL SPECIFIC [Standard
Abstractor I
Institution ID Number (CoC) 40 10 lcoc 701-710
Reporting Hospital 2 ©) | [Facility Identification Number (CoC) 0
Reporting Hospital
NPIRepFacility I Q
AccNumHosp ©
I 9 Description
SegNumHosp I ©) | coC code for the facility whose data are described in the record.
PATIENT ID
Last Name * I © | Rationale

Tha Bannrtina Eacilifu idantificatinn numhar ar ETM i nead ta idantifi o rannrtina faciling in

The fields with * are critical fields. They CANNOT be left blank. A blank in one of
the critical fields will create an error and the software will prohibit the case from
being released to the central cancer registry until information is supplied.

Some of the fields have a drop down box that allows the User to pick a value from a
list.

Enter new abstract Add/View Comment Run CS Edits
All data items marked with an asterisk (*) are required.
Phane @ = Help

Marital Status Enter an Abstract and ciick on Save at the bottom of the page to save it

1o the database. The abstract is ediled sach lime you save. Edil erors, i
pere are any, will be shown in this message area. All your changes will
e saved to the database even if there are edit eraors

Sex *

Race 17

Hispanic Origin 1 Male bata entry Help lcons
Femake

fpecial Code Lookup # icon Lo the lefl of the data iterm links lo a

IR NN Oher (hermaphrodite)

2
3 .
AlcoholHx fearchable listing of terms and coded values for the data iterm. Whean a
4 Transscxusd pecific code in the listis clicked, it is automatically filed into the
Tobac coHx 9 Net Statled/Unknown bstract for the data item
FamHxCA Calculate Field Value & icon to the left of a data item is chicked to
irth Date * hutomatically calculate the value for the data item from information that
as been entered for other data items.
BirthDateFlag

Eontext-Sensitive Help ) icon to the right of each data item links to
he NAACCR Standards for Cancer Registries Volume Il Data
tandards and Data Dictionary for information regarding the coding of
e data item

Usual Occupation

Usual Industry T



7. The fields with a “magnifying glass” icon will allow the User to make a selection

from a look-up table.

Enter new abstract
All data items marked with

DIl uae
BirthDateFlag
Birthplace

Usual Occupation
Usual Industry
PriPayerDx
TobaccoHx
AlcoholHx

FamHxCA

Date 1st Contact
Date1stContFlag
Date of Diagnosis *

DxDateFlag

Ana at Niannneic

an astefisk () are required.

w
@ {3 Birthplace - Webpage Dialog

Add/View Comment | Run CS Edil

x|

CANCER IDENTIFICATION

‘ M 9 seclectacode for Birthplace
- 9
’ I Search I Search
L?)
! Y 1234567 Next
I L Code Label
I n L] 585 Abyssinia L |
I M@ 520 Aden
I M9 583 Afars and Issas
I u @ 638 Afghanistan
570 Africa, East
I Q 510 Africa, North
I n @ 500 Africa, NOS
540 Africa, South
| w :
545 Africa, South West
| M9 (5
I

Africa, West

n

8. Once all of the abstract information has been entered Click the Save button at the
bottom left hand corner of the screen.;

9. The message “Abstract has been saved to the database” will appear in the window on
the right of the screen. The program will then EDIT the record.

All data items marked with an asterisk (*) are required.

FA N :I e d.Ublh:ﬂ.L., TaranmrpussioE ENoresnuaa e Tmaue o IEIBUIVE dary ;I
Last Name * ltest— @ warnings prior to releasing the abstract to the central registry.
First Name * f[aoe @ J Total edit errors: 49
Middle Name (7)} X X X

1. Missing Critical Field: Social Security No.
NameSuffix (7] 2. Missing Critical Field: AddrDx-No. and St.

3. Missing Critical Field: AddrDx-City
Alias L2} 4. Missing Critical Field: AddrDx-State
VaidName P 5. Missing Critical Field: AddrDx-Zipcode

9 6. Missing Critical Field: County at DX

SpouseName I () 7. Missing Critical Field: Sex

8. Missing Critical Field: Race 1
Med Rec No. Q 9. Missing Critical Field: Managing Phys

§ N 10. Missing Critical Field: ClassCase
Social Security No 7)) 11, Missing Critical Field: TxHist
g N 12, Missing Critical Field: Date Last Contact
AddrDx-Ho. and St L 13. Missing Critical Field: PhysFup
DxSupp l— )] 14, Missing Critical Field: Pathology (Max: 250 characters)
15.  Error. Addr at DX--City must contain letters and spaces only, left-
AddrDx-City * Q) justified
. 1. AddrDx-City =
AddrDx-State u L] 16. Error: Addr at DX—-No & Street is not valid
AddrDx-Zipcode * l— @ i. AddDx-No and St =
17.  Error: Addr at DX--Postal Code must contain alphanumeric and
County at DX * P (7] be left-justified
i. AddiDx-Zipcode =
Phone (7)) 18. Error is not a valid value for Addr at DX-State =
Whital  — = e
< Save Click t0sqve the abstract and run data Edits. See the box to the right for Edits results each time the abstract is saved.
.

a. If there are errors present, an error message will appear in the window on the
right. Click on the EDIT error field in question to make appropriate corrections
in the data.



b. If there are NO errors, you will see the message “This abstract passed all edits

and can be released to the central cancer registry. Do you want to release it?”
Yes or No?

(B Edit Vew Favorites Took  Help

L. Favorites 8 web Pls | |
Alabama Statewide Cancer =

Web Plus Terss Trater

Update abslract - *unsaved AddiView Comment | | Run CS Edits | &
All data itams marked with an asterisk (*) ars required.

Abstractor e @

Reporting Hosgita B T a— +——EDIT RESUL Torermn

Sequence of Tumor oo @ Editset Name: ASCR: 12-2C WebPlus

This abstract passed all edils and can be released lo your central cancer
Last Name * [poE @ reqistry

First Mame * ’IOHN— ) Do you want to release it? ‘l’_esl M

Middle Name W @

Maiden Name ,— (7))

Social Security Nor * [oogoogseee 0020 0@

Mexdical Recard Hbe ,— (7))

Addr at Diagnasis-Street * W W

Adde =t Pismnasic

amn

@ If you click “Yes”, you will get a message “The abstract has been released
to the central cancer registry.” Please use next option if you enter several
cases together.

@ If you click “No”, the case may be released later by clicking on the

“Release Abstracts” tab. The option to select which abstracts to release is
available from this window.

/= Web Plus - Microsoft Internet Explorer provided by Alabama Dept of Public Health

e - |&] https:fdph. state. al.us webplusireleaseabstracts asp G |[4[x] | |[2]-
. File Edit View Favorites Tools Help
—— — 3 = . »
o e [ggl-]whhnm Mail - shen719@yaho. . I@wEh Plus x I I : 'E;‘] -~ B d=hy ~ |k Page ~ {} Tools -
Web Plus

Release Abstracts

Please select the abstracts that you would like to release to your central registry by checking the boxin the Release column. Then click the Release Selected
Abstracts button at the bottom of the page. Please note that only completed abstracts are available for release

AbsReflD Last Hame First Name Abstractor Date Case C: Release
5529 JD 03/20/2007 O
5531 i 03/20/2007 0
5534 KRAFT DOUGLAS =3 0312012007 0
Select All | [ Unselect All] |_Release Selected Abstracts |

E.. | @i AL Urology... & L =

10. To find or open previously entered abstracts, click on the “Find/Open Abstract” tab.

You can search by name or SSN. Leave both search fie

lank in order to see a list
of all abstracts.
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B Edt Vew Favorites Tooks Hep

( Favortes & Web Plus | |

Alabama Statewide Cancer
Registry

Web PIUS Teresa Trailer
NewAbstract | FindiOpenAbstract |  Held Abstracts Change Passord

Enter new abstract

AddView Commert | Run CS Edis |

All data items marked with an asterisk (*) are required.

_ j UTE dUSITELL Tl din PORGTUIE ENTUIT STTUUI UE TT-UE TU TESUVE Iy ﬂ
Last Name * |test 0 wamings prior to releasifgthe abstract o the central registry.

First Name * |doe ) J Total edit errors: 49
Middle Name | )] T ! ‘

1. Missing Critical Field: Social Sec
Marnaloffinr T FAY D Miccina Critieal Ciald- AddMw Ma anN CF

11. Web Plus can generate several reports which can be viewed by clicking the “Reports”
tab.
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Upload/Download

1. Web Plus can be used to upload files (NAACCR format or non-NAACCR format) to

ASCR (i.e., the ASCR secure online data transfer system). Additionally, you can
receive electronic files containing confidential information from the ASCR. To use

this function, your role has to be set as “File Uploader”. (Example of your Web Plus
page is below.)

.e Web Plus - Windows Internet Explorer

—|=| x|
g = hd I@ https://webplus.adph.state.al.us/HomeAllEx.aspx pj@ 3 @ Web Plus x |_| {% ** &'S:
Fle Edit View Favorites Tools Help
Alabama Statewide Cancer Registry
Web Plus

Teresa Trailer
334-206-5918

Change Password [
Web Plus Home Page for John Doe

Please select a cancer reporting activity from those listed below the facility for which you would like to report.

Web Plus Home Page for John Doe

Please select a cancer reporting activity from those listed below the facility for which you would like to report

Alabama Statewide Cancer Registry
ASCRFULL

File Upload

Full Type - Test

DEMS

File Upload

2. After user logs in Web Plus, to upload a file, click on File Upload under the facility
name. In File Upload page, click “New Upload”.

.e Web Plus - Windows Internet Explorer

== %]
7 Yo [= P
g ® _)' I@ https: //webplus.adph.state.al.us/HomeFileUpLgger aspx ,Oj G ||+p @ Web Plus X {% 77 &;L;;
Fle Edit View Favorites Tools Help
Alabama Statewide Cancer Registry
Teresa Trailer
Web Plus 334-206-5018
New Upload Previous Uploads Download Files

[

Choose one of the above options to proceed.

3. Choose NAACCR file if it is a NAACCR format data file. Otherwise, choose Non-
NAACCR File. Then, select the file by clicking on “Browse”.

Web Plus
— I S I I
JIpload Abstract Bu

3elect your upload type MAACCR V13.x, Mon-MNACCR, or NAACCR V12, If you have selected either NAACCR file upload option, the files must be in the correct
ersion record layout MOTE: If you are uploading a NAACCR version 130 file, edits will be automatically run upon upload of the file and the edits error report will
ieparate window,

r files uploaded in NAACCR version 12.x or NAACCR version 13.0 file formats, the file will be uploaded and submitted for edits processing b
egistry. You be notified via e-mail when your error report becomes available for viewing.
JORIEY

V13X File ) Non-NAACCR File

) NAACCR V12 File
Select a file to upload: |

“ Browse...

Somment

Upload

12



You will see processing report in next page if you upload a NAACCR format file.

= https: ffdph.state.al.usfiwebplusfupload.aspx - Windows Internet Explorer

- https state.al.us v & |[#2][x] [ 8 socge | [2]~
<l Favorkes | i Web Flus & - IE)5hop - &@f vahoo [ Calculator [C5) House - @ | ASCR-Form @80 ASCR
25 | + [0 https:jidph . skate. al.usfw... % | & | ASCR - Data Transfer £ - B | pmn - Page -~ Safety ~ Tools - @@~

T
Web Plus

New Upload Previous Uploads. Downioad Files Change Password
File was successfully uploaded and has been submitted for edits processing. Depending on the current load on the server it may take a
while to complete the edits report. Y ou can either wait for the report to come up or exit Web Plus at this point. Y ou will be notified bv an
email when the report becomes available

Please wait ... if vou want to view the report now.

23 abstracts to process ___

Now processing ..

123 .45

5. Once Web Plus finished processing the file, you will receive a report message stating

if the file has been successfully uploaded next to the Upload button. (See example
below.)

Web Plus

Upload Abstract Bundle

Select your upload type, NAACCR V13.x, Non-MACCR, or NAACCR V12. If you have selected either NAACCR
version record layout. MOTE: If you are uploading a NAACCR version 130 file, edits will be automatically run upt
separate window. For files uploaded in NAACCR version 12 x or NAACCR version 13.0 file formats, the file will
registry. You will be notified via e-mail when your error report becomes available for viewing.

O NAACCR V13.xFile ® Non-NAACCR File ) NAACCR V12 File
Select a file to upload: | / H Browse. .

/

Comment /

Upload  |The file has been uploaded as a Non-NAACCR File.

6. You can click on Previous Uploads to view the files you just sent or sent in the past.

Alabama Statewide Cancer Registr

V\Ieb PIUS email: justin.gecrge@@adeh. state. alus

334-208-3882

New Upload Previous Uploads |  Download Fies |  Change Password

Previous Uploads

Abstract bundles previously uploaded from your fgility are listed below. Click on View Edit Report link to view the report on a bundle. You can
also view selected fields of the abstracts in a byfidle by clicking on View Abstracts link. To view the files uploaded within a data range enter the
date range below and click Search.

Date uploaded fram: |[E3] 0. )/ |23
Original File Name Internal File |Date | Status | Total Abstracts| Total | Comment Action
Name Uploaded Abstracts |with Errors
Errors
CancerRegistry-2010- FO000045.XLS | 4/5/2010 | Bundle NIA A s
03RHOOD100401123606.XLS a18:41 | Uploaded
Al
physiciandeath032610100326154715 bt | FO000046.0un | 4/5/2010 | No Errors 23 0 0 View | View
8:19:52 Abstracts| Edit
Al Report

13




CONFIDENTIALITY AND HIPAA

The ASCR has policies and procedures that address patient confidentiality. It is also
stated in the state law Section 22-13-33. Confidentiality in the “Rules and Regulations”,
states that the clinical records of individual patients submitted to the ASCR shall be
confidential and shall not be public records open to inspection. Only state personnel
authorized by the State Health Officer and other individuals authorized by the State
Health Officer or designee shall have access to the records.

Based on HIPAA privacy regulations, the ASCR is a “public health authority authorized
by law to collect and receive such information for the purpose of preventing and
controlling disease, injury and disability, including ... reporting of disease ... and the
conduct of public health surveillance...” [C.F.R. 164.512 (b)(1)(i)(2001)] This makes it
possible for any facility that is eligible to report cancer to the central registry (i.e.
hospital, hospice, etc) without obtaining an individual informed consent.

For more information, see “Frequently Asked Questions and Answers about the HIPAA
Regarding Cancer Reporting.”
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ASCR STAFF

Program Director

Tara Freeman, MSM, RHIA, CHDA, CTR 334-206-7035

North Region/Data Completeness Manager

Diane Hadley, BS, CTR

South Region/QA Coordinator
Mark Jackson, CTR

Data/Education Manager
Vacant

Follow-back Coordinator
Kandice Abernathy, BS

Non-Hospital Reporting Coordinator
Vacant

Information System Manager
Vacant

Small Hospital Reporting Coordinator

Crystal Jones
Case Finding Auditor

Elaine Wooden
Director of Cancer Epidemiology

Justin George

For more information regarding:
¢ Studies or reports
¢ Special data requests
¢ General administrative issues

Please contact:

Tara R. Freeman, MSM, RHIA, CHDA, CTR

Program Director
334-206-7035 (phone)
334-206-3724 (fax)
tara.freeman@adph.state.al.us

256-775-8970

251-341-6247

334-206-7035

334-206-2088

334-206-5430

334-206-5918

334-206-5430

334-206-7072

334-206-3962

334-206-3724

256-734-1840

251-344-6895

334-206-3724

334-206-3724

334-206-0341

334-206-3757

334-206-0341

334-206-3724

334-206-3757

To access the cancer registry’s website, go to: http://www.adph.org/ASCR/.
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http://www.adph.org/ASCR/

FREQUENTLY ASKED QUESTIONS AND ANSWERS REGARDING
CANCER REPORTING

1. When does Heath Insurance Portability and Accountability Act (HIPAA)
become effective?
President Bush approved the regulations on April 12, 2001.
The official effective date of the regulations was April 14, 2001. Covered entities,
including hospital and physicians, have two (2) years to comply (by April 14,
2003), except for small health plans which have until April 14, 2004 to comply.

2. What is a ‘Public Health Authority’ under HIPAA?
Under HIPAA, a ‘Public Health Authority’ refers to “an agency or authority of
the United States, a State or territory, a political subdivision of a State or territory,
or an Indian tribe, or a person or entity acting under a grant of authority from or
contract with such public agency, including the employees or agents of such
public agency or its contractors of persons or entities to whom it has granted
authority, that is responsible for public health matters as part of its official
mandate.” “...Such agencies are authorized by law to collect or receive such
information for the purposes of preventing or controlling disease injury, vital
events such as birth or death, and the conduct of public health surveillance, public
health investigations, and public health interventions.” Central cancer registries
and hospital cancer registries if required to report cancer cases are considered
public health authorities because state laws mandate their duties.

3. What is a ‘Covered Entity’ under HIPAA?
A ‘Covered Entity’ is a health care plan, a healthcare clearinghouse, or a health
care provider who transmits any health information in electronic form for
financial and administrative transactions. A ‘heath care provider’ is “a provider
of medical or health services, and any other person who furnishes, bills or is paid
for health care in the normal course of business.”

4. What if a patient does not want follow-up information to be collected?
State-mandated cancer reporting typically does not require patient informed
consent nor can individuals elect to be removed from reporting. In a state, which
allows the collection of follow-up cancer data for public health purposes, it can be
collected regardless of consent from a patient.

5. Will private practice physicians be permitted to continue to provide follow-up
information to hospital cancer registries without patient consent

Yes. Although private practice physicians are health providers, and thus covered
under the provisions of the HIPAA privacy regulations, there are several reasons
why they can continue to provide follow-up information to hospital cancer
registries without patient consent. First, the hospital cancer registry is likely to be
viewed as public health authority because it is an entity acting under a grant of
authority from or contract with a State, tribal, or local public health agency to
provide for public health surveillance.
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The HIPAA regulations specify that covered entities may use or disclose
protected health information without the written consent or authorization of the
individual...under specific circumstances. These include disclosures for public
health activities and purposes to public health authorities authorized by law to
collect or receive such information for the purpose of preventing or controlling
disease or conduct public health surveillance.

As public health authorities, hospital cancer registries are exempt from the
HIPAA regulations and may continue to seek public health data from providers
the same as before the HIPAA regulations were finalized. DHHS did not attempt
to interfere with state and local public health matters such as cancer surveillance
through the implementation of these regulations.

Second, even if some hospital cancer registries are not public health authorities
(because they are not associated with a state or local public health agency to work
on public health matters), physicians may still have to provide follow-up
information. HIPAA regulation Sec. 164-512(a) specifically states that: a covered
entity may use or disclose protected health information to the extent that such use
or disclosure is required by law and the use or disclosure complies with and is
limited to the relevant requirements of such law.

Thus, where a hospital cancer registry is required by state or local law to collect
cancer data, physicians must follow the follow-up requirements of the registry to
the exclusions of HIPAA privacy protections.

Finally, the consent requirement for disclosures under the HIPAA regulations
does not limit the types of disclosures allowed. Provided a patient consents to the
use or disclosure of his or her health data to a hospital cancer registry as part of
the broader consent language, regularly sharing data between physicians and
hospital cancer registries is permissible. In future cases, patient consents may
specifically reference the sharing of data with all hospital cancer registries. For
existing cases, written patient consent may also suffice for the purpose of
authorizing these exchanges.

How does HIPAA impact the data collection of non-reportable/benign diseases
(i.e. benign brain, CIN 111, Co-morbid conditions)?

HIPAA does not obstruct any state law that supports or mandates the reporting of
such cases.

Are private practice physicians still required to report new cancer cases?

Yes, in compliance with state reporting regulations. The central cancer registry
has a reportable list that identifies which cancers are reportable, and all reportable
cancers should be reported, as required by state law.

Is there specific legal documentation that supports the requirement to release
cancer patient information to any agency?

Individual state laws and regulations document cancer reporting requirements.
Central registries should be able to provide copies of their state’s law(s) and
regulations(s) upon request.
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10.

11.

12.

13.

What, if any, are the consequences of not cooperating with state cancer registry
requests for new cancer case information?
HIPAA does not obstruct any state law that supports or mandates the reporting of
diseases or injury for public health purposes. Penalties for failing to comply with
state reporting are specified in the state law and often consist of significant fines.

Doesn’t HIPAA nullify the state law for reporting cancer cases to Central
Cancer Registry?
No. Public health reporting under the authority of state law is specifically
exempted from HIPAA rules.

Once HIPAA is in place, will pathology labs be able to continue to send new
cancer case information to the state cancer registry?
Yes. Public health reporting under the authority of state law is specifically
exempted from HIPAA rules.

Since HIPAA, is federal, will it override the state laws?
No. HIPAA does not obstruct any state law that supports or mandates the
reporting of diseases or injury for public health purposes.

If the government-authorized public health entity is not located in the same state

as the covered entity, is it still ok under HIPAA to provide the data?
Yes. In fact, the definition of a ‘public health entity’ was broadened in the section
“Uses and Disclosures for Public Health Activities”, which states specifically
“...We broaden the scope of allowable disclosures ...by allowing covered entities
to disclose protected health information not only to U.S. public health authorities
but also, at the direction of a public health authority, to an official of a foreign
government agency that is acting in collaboration with a public health authority.”
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